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This is the Privacy Statement of Quistor.

This Privacy Policy describes how we collect, use, and share your Personal Data (hereinafter

also “data”).
What do we use your Personal Data for?

e We use your Personal Data for the following purposes:
e For identification purposes;

e For addressing with correct title;

e To be able to conduct our administration;

e To be able to communicate with you;

e To be able to process payments, for invoicing and keeping track of our (financial)

administration;
e To be able to provide support/maintenance to our customers;

e To approach you by telephone about our offers, news, information and customer

surveys,

e To personalize your experience. Your information helps us to better respond to your

individual needs;
e To process transactions;

e Tosend periodic emails. The email address you provide for order processing, may be
used to send you information and updates pertaining to your order, in addition to
receiving occasional company news, updates, related product or service information,

etc,;
e To create and analyze visitor statistics;

e To follow the surf/click behavior on our website and thus improve our website, make it

more user-friendly and more interesting;
e To maximize user experience;
e To maximize the usefulness of our offerings;
e To ensure the high standard of our services that your company needs;

e To predict and analyze your future needs.
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“Legal bases” for the use of your Personal Data
Quistor only uses your Personal Data based on the following legal bases:
e Your permission;

e The datais required for performance of the agreement that we have with you, or to
which you're a party;

e The data is required to comply with our legal obligation;

e The data is necessary for our legitimate interest, or that of another party. It concerns
the following “legitimate interests”

e Ourinterest in maintaining a (commercial) relationship with our
customers/relations;

e Our commercial interest to gain more insight into our users and customers and
their wishes;

e Our commercial interest in providing good support (service) to our
customers/relations;

e Ourinterest in securing the data of our customers and other relations; - Our
commercial interest regarding providing (direct) marketing activities.

Are you obliged to provide your Personal Data?

Yes, sometimes we ask you to provide certain data. If you don't wish to provide us with the

data, we can't conclude the agreement with you.

We need the data in order to be able to enter into an agreement with you and to execute

this agreement.

We also need the data to comply with our legal obligations.

Transfer of Personal Data to third parties

In principle your Personal Data will only be processed by Quistor, however we engage third

parties to provide services to you.

We may share your Personal Data with such third parties, which are subject to obligations
consistent with this Privacy Statement and any other applicable confidentiality and security

measures.
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These third parties may process your Personal Data only on the condition that they use your

data only on our behalf and pursuant to our instructions.
We may share your Personal Data to the following third parties:

e |CT companies. We use ICT companies, such as website administrators and hosting
companies, which store and manage the Personal Data. These ICT companies are

located in and outside the European Economic Area (EEA);

e Group companies. We pass on the data to our group companies for the
aforementioned purposes. These group companies are located in The Netherlands,

Spain and United Kingdom;

e Accountants. We must pass on the information in our financial administration to our
accountants. Our accountants are based in The Netherlands, Spain, Belgium, France,

Italy, United Kingdom and the Czech Republic;

e Debt collection agency. We can hand over a due and payable claim (invoice amount)
to a collection agency. If doing so, we will only transfer the necessary data for the
execution of the collection activities. The debt collection agency will then be located
in The Netherlands, Spain, Belgium, France, Italy, United Kingdom or the Czech
Republic;

¢ Government agencies. We may be required to provide Personal Data to government
agencies. These government agencies are located in The Netherlands, Spain,

Belgium, France, United Kingdom or the Czech Republic;

Transfer of Personal Data outside the European Economic Area (EEA)

Some of the third parties described in this privacy statement, which provide services to us
under contract, are based in outside the European Economic Area and in other countries
that may not have equivalent privacy and data protection laws to the country in which you
reside. When we share information with these parties we make use of the EU-U.S. Privacy
Shield Frameworks, European Commission-approved standard contractual data protection
clauses, binding corporate rules for transfers to data processors, or other appropriate legal

mechanisms to safeguard the transfer.
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Personal Data received from other parties
We may receive Personal Data from the following parties:
e Linkedin. This is an online social network, which is established in the United States;

e Dun&Bradstreet. This is a company that provides commercial data, analytics and

insights for business. This party is established in The Netherlands;

e Hubspot. This is an inbound marketing software platform, which is established in the

United States;

e Hunter. This company is integrated with Hubspot and is established in the United
States;

e Facebook. This is a social network site and is established in the United States;
e Twitter. This is a social network site and is established in the United States;
e YouTube. This is a video-sharing website and is established in the United States.

e Leadinfo. To measure B2B use of our website, we use the Leadinfo solution based in
Rotterdam. This service shows us company names and addresses based on the IP

addresses of our visitors. The |P address is not stored after use.

We may receive the following Personal Data from these third parties:
e First name and surname;
e Address (street name, house number, postal code, city and country);
e Telephone number (mobile);
e Job title;

e E-mail address.
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Data retention

Your Personal Data will only be retained by Quistor for as long as required for the purposes

for which it was collected or as required by law.

In general, we use the following retention periods:

Category of Personal
Data

Employee records

(HR files, contracts)

Payroll and tax data

Recruitment data
(CVs, interview notes)

Customer contact
details

Financial records
(invoices, payments)

Marketing data
(email preferences,
campaigns)

Website analytics
and cookies

Support tickets and
service logs

Access logs and
system usage

Privacy Statement

Purpose of
Processing

Employment
management

Tax and social
security
compliance

Candidate
evaluation

Communication
and service
delivery

Accounting and
auditing

Direct
marketing

Website
optimization

Customer
support and
quality
assurance

Security and
monitoring

Retention
Period

6 years after
termination of

employment

10 years

24 months after
end of
recruitment
process

3 years after last
contact

10 years

Until consent is
withdrawn or 2
years max

13 months

3 years after
closure

12 months
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Legal Basis

Legal obligation /
Contractual
necessity

Legal obligation

Legitimate
interest

Legitimate
interest / Consent

Legal obligation

Consent

Legitimate
interest

Legitimate
interest

Legitimate
interest
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Your rights

In any case, based on legislation, you have the following rights with regard to your Personal

Data:
e torequest a copy of your Personal Data;
e torequest access (insight) of your Personal Data;
e toreceive information about the processing of your Personal Data;
e to haveincorrect data corrected;

e tocomplete incomplete information, given the purposes for which the data are

collected and/or used;
e in certain cases to have your Personal Data deleted;
e in certain cases to “limit” your Personal Data;
e in certain cases to object to the use (processing) of your Personal Data;

e if you've given permission for the use of your Personal Data, to revoke that

permission. The withdrawal then applies to future use of your Personal Data;

e if you've supplied the Personal Data yourself or if you've created Personal Data (for
example based on your use of our services), and you've given permission for this, or
the Personal Data are required for the execution of the agreement, and if the data
are processed electronically: to get your Personal Data in a structured and common

format and, if technically possible, transfer these data to another party in such a way;

e submita complaint to the competent privacy supervisor (this may be the supervisor
in the country of your habitual residence, the country where you perform your work

or where the (alleged) breach is made of the privacy legislation).

You're entitled to contact us via the contact details listed under “In case of questions or

complaints”

In certain cases we may have the right to refuse your request. In that case we'll explain to
you why we've rejected the request. It's possible we're no longer able to execute the
agreement with you, if we don’t have certain data from you. If needed we'll explain this to

youl.
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If we use your information for direct marketing purposes and you ask us to stop using it, we

will do so.

In electronic commmercial messages, an unsubscribe button is always included, so you can

unsubscribe from receiving those messages.

In telemarketing, we will point out your right to unsubscribe via the “Don't call me register’
during each call. In addition, you've also the right to ask us not to be contacted by phone,

which request we'll comply with.

Changes to this Privacy Statement

We may revise this Privacy Statement from time to time. The most current version of the
policy will govern our use of your Personal Data and will always be available on our website.
If we make a change to this Statement that, in our sole discretion, is material, we will notify
you via an update on the website or an email to the email address associated with your
account. By continuing use our Services after those changes become effective, you agree to

be bound by the revised Privacy Statement.
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